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Abstract

This research study sets out to explore the General
Data Protection Regulation in financial services
industries grounded on the pivotal question: “How do
companies approach to General Data Protection
Regulation and what can we learn from their
approaches?”. Regarding the former, a three-stage
iterative and risk-based implementation approach was
unveiled, regarding the latter, good practices for
implementation at a strategy-, organization-,
management-, process-, and technology-related level
were identified.  Notwithstanding the inherent
limitations by the applied case study research at
leading companies in finance and insurance business,
it can be concluded that companies strive with the
utmost effort to ensure compliance with the General
Data Protection Regulation, yet there exists a gap
between strategy and implementation.

1. Introduction

In our digital and global world, the amount and
flow of data is growing exponentially. Recent statistics
by management consultancy McKinsey & Company
[1] demonstrate this growth. The flow of data has risen
by the factor 45 from the year 2005 to 2014 [1].
Thereby, personal data which means “any information
relating to an identified or identifiable natural person”
[2:111] represent particularly relevant and sensitive
data. This dramatic increase has fostered legislation to
create adequate policies to cope with this development
[2,4]. With the General Data Protection Regulation of
the European Parliament and the Council of the
European Union introduced as harmonized regulation
officially passed in Brussels on April 6, 2016,
companies were expected to be compliant as of May
25, 2018 [2].
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While the question “Why to be compliant with the
General Data Protection Regulation?” is widely
acknowledged, the issue “How to be compliant?”
currently leaves several open questions in research
[3,4] and practice [5,6]. The implementation of such a
multi-faceted regulation is highly complex, so how
should  companies arrange their  strategies,
organizations, processes, and technologies? In this
sense, this research study adopts an information
systems perspective, focusing on technology in use
[7,8]. Despite the timeliness and relevance of data
privacy regulations in general and furthermore the
recency of the General Data Protection Regulation in
particular, little empirical work and insights from the
field are available [3,4,9].

Thus, the objective of this research is to study the
General Data Protection Regulation in different
financial services industries in the DACH region. In
particular, we aim to have a look behind the scenes in a
first step and strive for the identification of good
practices for implementation in a second step. The
central research question is: “How do companies
approach the implementation of the General Data
Protection Regulation and what can we learn from their
approaches?” This question is answered leveraging in-
depth insights by case study research [10,11,12] at
leading companies in finance and insurance business.
Particularly, interactions with stakeholders (e.g., Data
Privacy Officers, Program Managers GDPR) brought
new facts to light.

This research study exhibits the following structure:
Section 2 provides the background in terms of the
General Data Protection Regulation and related work.
Section 3 sketches methodical details on data
collection and data analysis. Section 4 presents insights
from the implementation approach and derives good
practices for implementation. Section 5 features the
conclusion in terms of discussion, limitations, and
future work. Section 6 closes by an appendix.
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2. Background

2.1 General Data Protection Regulation

The General Data Protection Regulation is a
complex set of individual rules [2]. At a glance, “this
regulation lays down rules relating to the protection of
natural persons with regard to the processing of
personal data and rules relating to the free movement
of personal data” [2:108]. From a temporal perspective,
the General Data Protection Regulation was passed on
April, 6 2016 given a time frame of two years to be
compliant: May, 25 2018 [2]. Thereby, the Data
Protection Directive 95/46/EC [13] can be considered
as antecedent. Contextually, the General Data
Protection Regulation can be regarded as cornerstone
among other regulations [2,4]. From a structural
viewpoint, the regulation comprises eleven chapters
and 98 specific articles [2]. Figure 1 illustrates the
structure of the General Data Protection Regulation. In
the following, a brief summary of each chapter with
focus on key characteristics and central alterations is
given, based on the original document [2] and a well-
established interpretation [4].

CHAPTER | CHAPTER 11
General Provisions Principles

CHAPTER 1l
Rights of the Data
Subject

General Data
Protection
Regulation

CHAPTER IV CHAPTER V
Controller and Transfer of Personal
Processor Data to Third Supervisory
Countries or Authorities
International
Organizations

CHAPTER VI
Independent

CHAPTER VII
Cooperation and
Consistency

CHAPTER VIII
Remedies, Liability
and Penalties

CHAPTER IX
Provisions Relating to
Specific Processing
Situations

CHAPTER X
Delegated Acts and
Implementing Acts

CHAPTER XI
Final Provisions

Figure 1. Structure of the General Data
Protection Regulation [2]

Chapter I “General Provisions” contains general
provisions such as objectives, scope, and definitions. In
this context, the objective as comprehensive and
harmonized regulation for the member states, the
material scope of data processing and the territorial
scope of EU citizens as well as EU companies can be
considered as main characteristics. In Chapter 1l
“Principles” fundamental principles related to the
handling of personal data are introduced. Here, the
topic of lawfulness and aspects of consent of the data
subject for processing stand in the center as novel

topics. Over all details of the regulation, the handling
of personal data should follow “lawfulness, fairness
and transparency, purpose limitation, accuracy, data
minimization, storage limitation, integrity and
confidentiality” [2:117].

Chapter III “Rights of the Data Subject”
strengthens the rights of the data subject (i.e., natural
person). Beside a reframing of existing rights,
particularly novel rules such as the “Right of access by
the data subject”, “Right to rectification”, “Right to
erasure (Right to be forgotten)”, “Right to restriction of
processing”, and “Right to data portability” can be
highlighted. In Chapter IV “Controller and Processor”
further obligations are imposed on the controllers and
processors (i.e., companies). In organizational terms,
the mandatory introduction of Data Protection Officers
represents a novelty. Furthermore, in technological
terms, Privacy-by-Design and Privacy-by-Default are
innovative  principles.  In  processual  terms,
enhancements such as an assessment of potential
privacy impacts in early stages and an obligatory
notification of data breaches at later stages are
introduced. Insofar, the accountability over the
lifecycle becomes more relevant. Beyond, the role of
Codes of Conduct is strengthened.

Chapter V “Transfer of Personal Data to Third
Countries or International Organizations” regulates the
transnational data processing. Although some minor
modifications in terms of data transfer to countries out
of the European Union are adopted, no major changes
compared to the previous regulation exist. In Chapter
VI  “Independent Supervisory Authorities” the
regulatory authorities are empowered. This refers on
the one hand to the creation of novel authorities, but
also to the strengthening of existing ones. In this
context, the “One-Stop-Shop” represents a novelty
which aims at a distinct distribution of responsibilities
for the sake of improving efficiency and effectiveness
of data protection activities.

Chapter VII “Cooperation and Consistency”
addresses the relationship of the different authorities.
In this sense, the communication and interworking
between the inter- and intra-country supervisory
authorities are stipulated. Beyond, for example, the
European Data Protection Board is created as novel
body to “ensure the consistent application of this
regulation” [2:229]. In Chapter VIII “Remedies,
Liability and Penalties” effects of non-compliance are
referred. In order to leverage compliance with the
General Data Protection Regulation to the top
management level, revenue-dependent administrative
fines up to four percent of the group sales are
introduced. In contrast, compensations for the data
subjects in the case of rule-breaking are defined as
well.
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Chapter IX “Provisions Relating to Specific
Processing Situations™ offers specifications regarding
individual situations. As example, for the purpose of
science or art, minor derivations from the regulation
are nominated. Finally, the last two chapters X
“Delegated Acts and Implementing Acts” and XI
“Final Provisions” refer in a great measure to
administrative matters.

2.2 Related work

As a matter of principle, the area of data privacy
can be viewed from different scientific angles, such as
legal, psychological, or technological perspectives
[14,15]. As a socio-technical phenomenon, the
information systems community also exhibits a well-
established tradition on data privacy research [14,15].
In their seminal work, Smith et al. [14] present the
APCO model which depicts the antecedents (e.g.,
privacy  experiences, privacy awareness, and
personality differences) and outcomes (e.g., regulation,
behavioral reactions, and trust) of the privacy concern
concept. This model and its further development
[14,16] served many empirical studies as foundation.
To summarize the reviews by Smith et al. [14] and
Bélanger and Crossler [15], data privacy is a multi-
layered concept with the companies® responses to it as
important area of research [17].

The announcement of the General Data Protection
Regulation has led to another wave of interest in and
publications on the topic in domains such as law
[18,19,20] and management [3,21,22]. Particularly for
the information systems domain, aspects of Privacy-
by-Design [23], the communication of compliance
[24], and the management of data privacy breaches
[25] have been subjects of interest. With the purpose to
identify literature which guides organizations in the
implementation of the General Data Protection
Regulation, a review according to established
guidelines [26,27,28] was performed. After the scope
determination, we conceptualized the topic (e.g.,
General Data Protection Regulation, GDPR;
implementation, realization) and searched, analyzed,
and synthesized the literature (e.g., Google Scholar,
Scopus, Web of Science; time period of five years,
inclusion and exclusion criteria) [26,27,28].

As main results, Voigt and von dem Bussche [4]
present a process model on General Data Protection
Regulation implementation comprising a gap analysis,
risk analysis, project conception, and implementation.
Similarly, a technically oriented privacy engineering
methodology [29] has been proposed which
differentiates between goal-oriented and risk-based
privacy  requirements elicitation.  Furthermore,
literature suggests some frameworks supporting the

transitioning towards compliance [9,30]. Such works
typically show a rather static, informing than a
dynamic, action-oriented character [9,30]. Also in this
context, Tikkinen-Piri et al. [3] list guidelines for the
practical implementation of the General Data
Protection Regulation purely derived from the law
itself (e.g., “Specifying data needs and usage” [3:147]).
Additionally, from the perspective of risk
minimization, Bauer [52] suggests a six-step approach
for the implementation (e.g., “Raise awareness
enterprise-wide” [52:14]).

In summary, these research works show a
methodical research gap [31]. Most works are based on
conceptual deliberation [3,4,9], far too little attention
has been paid to empirical work on this novel
phenomenon. In particular, practice-based qualitative
research [10] has been neglected. Such research
however is highly relevant as Almeida Teixeira et al.
name the “lack of practical guides or standard
procedures” [53:416] as critical barrier in the
successful implementation of the General Data
Protection Regulation.

3. Research methodology

The objective of this research is to study the
implementation of the General Data Protection
Regulation in financial services industries in the
DACH region. Accordingly, case study research to
understand how companies approach this highly
contemporary and interwoven phenomenon can be
seen as an advantageous scientific method [10,11,12].
Thereby, the companies act as cases of the multiple-
case study, the activity of implementing the regulation
serves as embedded unit of analysis [10].

Concerning the data collection, the context of the
European DACH region as highly successful economy
and role model in terms of digitalization and data
privacy in the sense of a purposeful sampling [32] was
selected. Especially the financial services industries are
characterized by strong regulation and well-
experienced in compliance, thus offer insightful views
[10]. Our sample merged in two main industries,
namely finance and insurance [32]. Both High Street
Banks are credit institutions with significant size and
international relevance. The Private Bank offers
financial services to wealthy individuals. All General
Insurances offer a portfolio to privates and corporates,
whereby Insurance & Bank extends its offer to
additional financial services. Furthermore, additional
companies and organizations were involved [32].
Machinery Financial Services deals with renting and
leasing of heavy industrial equipment. The Specialized
Consultancy offers customized help, while the
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Economic Organization deals with the overarching role
of data privacy in the economy. Finally, the Start-up
Company is active in the domain of eCommerce. The
General Data Protection Regulation also represents a
major challenge for countries outside the EU, as the
Switzerland- and Liechtenstein-based enterprises hold
customers and employees with EU nationality which
fall under this regulation [2,4].

Business Interviewee Head- Employ
guarters | ees
High Street Lead GDPR SUI 40,000+
Bank ™ Implementation
Program
High Street Program SUlI 50,000+
Bank ™ Manager DP
Initiatives
Private Head of GDPR LIE 3,000+
Bank ™ Implementation
Project
Insurance & Head of GDPR | SUI 7,000+
Bank ™ Implementation
Project
General Compliance Sul 5,000+
Insurance ™ Counsel
General Program SuUI 4,000+
Insurance ™ Manager GDPR
General Head of Sul 3,000+
Insurance ™ Corporate
Security
Machinery Chief GER 25,000+
Financial Information
Services ™ Officer
Specialized Senior Privacy Sul 10+
Consultancy © | Consultant
Start-up Chief Executive | GER 10+
Company ™ Officer
Economic Attorney Sul 100+
Organization
GDPR implementation maturity Just started
Work in progress ™
Fully implemented ™
Not applicable *

Table 1. Foundations of the research study

In detail, semi-structured interviews [33,34] with
project leads responsible for the realization of the
General Data Protection Regulation provided the main
evidence. These were mainly rooted in IT departments,
but also in legal or compliance departments. Table 1
visualizes these foundations of the research study.
More precisely, this interviewee sample comprised a
balanced ratio of five female and six male experts with
at least five years of experience in the data privacy

area. During the interviews iterated interview
guidelines [33,34] including a study overview,
interviewee and company background, trends and
challenges, organization, process, and technology
perspective, reflection, and conclusion directed the
conversation. The complete final version of the
guidelines can be found in the appendix. The duration
of the interviews was between 32 and 65 minutes with
an average of 46 minutes. Subject to availability
internal documents were used for triangulation [10]. In
this context, all implementing companies (i.e., except
Specialized Consultancy and Economic Organization)
provided at least one management presentation or
strategy paper. Private Bank even supported the
triangulation by supplying analysis tools and
preliminary results.

Concerning the data analysis, the audio records and
written transcripts of the interviews [35,36] built the
foundation for the qualitative text analyses [37,38,39].
Particularly, the analysis steps open, axial, and
selective coding [37,38,39] were conducted to carve
out the outcomes on a systematic basis. In this process,
the focus lay on the identification of the
implementation approach and good practices.
Therefore, the data reducing activities were informed
by established frameworks [40,41,42]. An initial round
of coding was conducted by the first author, another
round was accomplished by the second author. Both
coders used the software tool NVIVO [36]. The code
book showing the data reduction is available upon
request. Ultimately, the findings of the research study
were validated with further practitioners from financial
services industries in the methodological setting of a
focus group [43,44,45]. Involving iterations, the study
conception took place from November to December
2017, the data collection and data analyses from
January to May 2018, with the validation workshop
held in July 2018.

Qualitative research is susceptible to sparse
scientific rigor [46,47,48]. To counter this weakness,
we leveraged entrenched case study guidelines [10,48].
In particular, in the data collection phase we applied
techniques like audio recording [35] and triangulation
of sources of evidence [10]. In the stage of data
analysis steady sense making [48] and multi-coding
[49] was employed.

4. Results

4.1 Implementation approach

Although the General Data Protection Regulation
can be considered as a milestone in data privacy,
corresponding activities have been pursued before and
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after this regulation. Thus, the implementation
approach can be understood as a major cycle in
recurring data protection activities. Generally, this
approach consists of three iterative phases “Stage I
Appraise”, “Stage II Strategize”, and “Stage III
Realize”. As a matter of principle, the implementation
of the General Data Protection Regulation is
approached in a risk-based manner. Hence, companies
focus on the parts of the regulation which entail the
largest impact — from a monetary and non-monetary
perspective. Subsequently, after this first cycle the
maturity is enlarged and the risk is reduced in an
iterative manner. In brief, Figure 2 visualizes this
implementation approach of the General Data
Protection Regulation which emerged from the data.
Below, each stage is detailed with emphasis on
distinguished matters from the cases.

STAGE |
Appraise

STAGE 111
Realize

STAGE 11
Strategize

Figure 2. Implementation approach of the
General Data Protection Regulation

4.1.1 Stage I “Appraise”

The first stage “Appraise” comprises aspects of
grasping the General Data Protection Regulation and
furthermore understanding its impact on the enterprise.
Fundamentally, this phase begins with a simple reading
and work-up of the regulation by a corresponding
project team. This is followed by an initial assessment
focusing on the gap between the as-is and to-be
situation within the organization. Overall, the attitude
towards data protection is clear, yet executives
consider this evaluation as essential step: “It is a
compliance project, it is a must-do project,
nevertheless the first step is to convey decision makers
to make decisions.” (Compliance Counsel, General
Insurance).

Regarding the organizational structure, legal-
driven, compliance-driven, and information
technology-driven data protection activities are
dominant. For example, a Swiss insurance assigned the
data protection project to the compliance department
with the CEO as direct sponsor. In contrast, more
unconventionally, the project is managed by the
marketing department with the CTO and CIO as co-
sponsors at another Swiss insurance. In any case, a
highly interdisciplinary and collaborative approach
between compliance, legal, business, and technology
becomes nascent: “The subject matter makes it
absolutely necessary to work highly interdisciplinary.”
(Senior Privacy Consultant, Specialized Consultancy).

Principally, the role of partners is considered as
divergently. For one, some companies — particularly
rather medium-sized and non-digital ones — consider
external partners such as consultancies and law offices
as essential support. In this sense, one manager even
pointed out: “In the case of a law suit, we will have
American circumstances, the companies with the best
attorneys will win.” (Head of GDPR Implementation
Project, Insurance & Bank). For another, some
enterprises fend for themselves: “Even established
consulting companies need to pass through the learning
curve, and beyond that, data protection needs to come
from the innards.” (Compliance Counsel, General
Insurance).

Challenges in this initial stage arise from several
sides. First, from a regulatory perspective obstacles
emerge from the novelty of the regulation: “The GDPR
is pretty new, had several evolution steps, and features
several ambiguities.” (Lead GDPR Implementation
Program, High Street Bank). Second, from the
company viewpoint obstacles arise from the fact that
the understanding of data protection, but also the
corresponding infrastructure is not very developed:
“The process and application landscape is highly
heterogeneous in the different subsidiaries.” (Lead
GDPR Implementation Program, High Street Bank).

In sum, most organizations in the finance and
insurance domain are confident: “The customers are
approaching us on a basis of trust. Other industries
have more challenges than the banking industry.”
(Lead GDPR Implementation Program, High Street
Bank).

4.1.2 Stage 11 “Strategize”

The second stage “Strategize” exhibits issues of
working out a suitable strategy to approach the General
Data Protection Regulation. This usually comprises the
translation of the regulation into a data protection
governance framework at a macro level and into
detailed requirements at a micro level. Grounded on

82. Jahrestagung des Verbands der Hochschullehrer
furr Betriebswirtschaft — VHB 2020



the initial assessment and in line with the risk-based
approach commonly focal areas are defined: “We
defined a “cook book” which is an interpretation aid to
translate the articles into a list of requirements. Then,
we broke down our activities into 22 main areas.”
(Head of Corporate Security, General Insurance).

Referring to the cognition as an opportunity or
threat, the perspectives are ambivalent. On the one
hand, enterprises are discernible that solely aim for
compliance with the General Data Protection
Regulation: “Our company simply accomplishes the
things it is forced to, no further investments to fuel
positive ancillary effects are placed.” (Compliance
Counsel, General Insurance). On the other hand, more
and more companies leverage the initial efforts to
foster digitalization: “We see that as an absolute
opportunity to do our homework.” (Program Manager
GDPR, General Insurance).

A major mistake is the estimation that the General
Data Protection Regulation covers “everything”, all
areas of the company and every country: “Initially our
scope was far too wide, a scope reduction of areas and
countries was necessary.” (Program Manager DP
Initiatives, High Street Bank). For one, for example,
clients, employees, shareholders, beneficial owners in a
retrospective, current, and prospective manner are
defined as main data subjects. For another, in the
highly  global business structures, commonly
frameworks are defined as a Swiss company can be a
subsidiary of a European company or can have own
subsidiaries in Europe.

In order to operationalize the strategy, commonly a
variety of working packages are initiated:
“Furthermore, we set up a (1) core stream, (2) business
requirements stream, (3) legal stream, (4) IT stream,
(5) data transfer process stream, (6) data breach
incident handling stream, (7) group policy and control
processes stream, and (8) sourcing stream.” (Program
Manager DP Initiatives, High Street Bank).

To summarize, companies are making strong
efforts to conceptualize and plan the implementation
approach of the General Data Protection Regulation:
“Meanwhile, we have implemented our governance
framework — the approach how to do it.” (Head of
GDPR Implementation Project, Private Bank).

4.1.3 Stage III “Realize”

The third stage “Realize” features facets of
implementing the actions defined of the General Data
Protection Regulation at a technological level. The
technology is often not paid much attention, as
companies expect major technology vendors to provide
ready-made IT solutions: “We focus on the activities
related to customers, employees, and regulatory

authorities.” (Head of GDPR Implementation Project,
Private Bank). During the whole implementation
process continuous exchange — for example in the form
of workshops with universities — is indispensable:
“What are you doing? What methods and technologies
do you use? How far are you?” (Program Manager DP
Initiatives, High Street Bank).

In this stage, the challenging alignment between
business and IT becomes nascent: “The IT raises the
claim to requirements from the business, and in
contrast the business demands for the technological
possibilities by the IT.” (Compliance Counsel, General
Insurance). More deeply, the obstacles are in the
details: “How to deal with a Swiss person living in the
EU and having an accident? How to handle a member
of the EU applying for a job in Switzerland?” (Head of
Corporate Security, General Insurance). Beyond,
particularly the heterogeneous legacy IT in the
different countries poses challenges: “We are not a
start-up which can implement data protection by-
design.” (Compliance Counsel, General Insurance).
Insecurities regarding the feedback emerge as well:
“We cannot estimate how many requests we will have.
Will we be swamped? Will there just be a few?” (Head
of GDPR Implementation Project, Private Bank).

In total, instead of concrete solutions at a
technological level, in the first instance strategic and
conceptual elements are developed: “We work hard
until May 2018, but we have to admit that we will not
have addressed all our applications.” (Head of GDPR
Implementation Project, Insurance & Bank).

4.2 Good practices for implementation

With a common implementation process at a macro
level and company-specific nuances at a micro level,
the studied cases provide lessons learned at different
dimensions. In this sense, Table 2 nominates good
practices [40,41] for the implementation of the General
Data Protection Regulation. Thereby, the practices are
organized along the well-established business
engineering dimensions [42]. Several models were
screened to suitably structure these. In line with the
socio-technical character, the holistic representation,
and the established nature in the information systems
domain [42,54,55], we finally selected the business
engineering approach. This research stream is rooted in
the design of enterprise solutions differentiating the
levels strategy, processes, and technology [54,55].
Further versions addressed shortcomings and included
additional aspects such as organization and
management [42].

Furthermore, the validation workshop held in July
2018 reinforced such a systematization: “As for any
topic with major business relevance, you need a
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strategic  direction, proper organizational and
managerial  set-up, structured approaches, and
supporting technology.” (Data Privacy Manager,
General Insurance).

P.ractlcg Good practice
dimension
Strategy ¢ Risk-based approach to data protection

implementation **

e Generic strategy formulation for future-
proofness of data protection ™

o Exploitation of data protection efforts
for push of digital transformation *

Organization e Fit of data protection organization to
organization ™

e Set-up of an interdisciplinary team with
clear responsibilities ™

e Intra- and inter-organizational industry
exchange ™

Management o Assurance of top management
commitment **

e Establishing a data protection culture ™

¢ Implementation of a data protection
governance system ™

Process e Systematic macro level process with
micro level sprints ™

¢ Intensive analysis and late
implementation phase ™

e lterative approach to data protection
implementation ™

Technology e Prioritization of IT and applications *

¢ Development of novel data protection
architectures *

o Scalability and automation of processes

Evidence from selected cases
good practices Evidence from all cases ™

Sources of the

Table 2. Good practices for the
implementation of the General Data Protection
Regulation

At a strategy-related level, several decisions can
support the effectivity and efficiency of the
implementation efforts: First, in order to cope with the
threatening risk of fines and reputation loss, companies
should apply a risk-based approach to data protection
implementation. In this sense, a clear prioritization of
activities according to the potential impact and
criminal relevance is pivotal. Second, a generic
strategy formulation for future-proofness of data
protection beyond the General Data Protection
Regulation enables a future-oriented approach.
Implementation plans should be designed to enable

modifications, specifications, and additions with regard
to further regulations in a manageable way. Third, to
use the drive, an exploitation of data protection efforts
for the push of digital transformation is desirable. With
little further investment, companies can create a digital
competitive advantage beyond pure compliance with
the law.

At an organization-related level, different
organizational measures and set-ups can lead to
success of the implementation: First, with the goal to
embed the topic of data protection in the remaining
enterprise, it is necessary to ensure the fit of the data
protection organization to the organization. More than
the manifestation such as compliance- or IT-driven
data protection, the joint efforts and deep business
integration count. Second, a set-up of an
interdisciplinary team with clear responsibilities
addresses the interwoven task. In the long term, IT and
legal capabilities need to be built up as these represent
critical abilities of a company related to data privacy.
Third, in order to benefit from one another, the set-up
of intra- and inter-organizational industry exchange is a
success factor. Steady conversations help to overcome
challenges arising from the novelty of the regulation
and define quasi-standards.

At a management-related level, the leadership
represents a sound measure to negociate the complex
implementation challenge: First, with the objective to
lay the foundation it is pivotal to assure top
management commitment. Such profound
interventions involve various stakeholders and areas
across the enterprise, and thus need strong support.
Second, establishing a data protection culture across
the whole organization fosters comprehensive reach
beyond particular activities. Data protection is too
critical to cede it to the data protection team. Third, in
order to address the complex interdependencies,
companies should initiate the implementation of a data
protection governance system. In contrast to the actual
management, such systems describe the structures like
the relationship between group and subsidiary
regulations.

At a process-related level, methodical aspects
support the success of the implementation efforts:
First, to cope with the complexity of the General Data
Protection Regulation and the uncertainty in the daily
operations, a systematic macro level process with
micro level sprints is recommended. For one, the
systematic macro level process enables a structured
change control process, for another, the micro level
sprints provide a pragmatic approach based on
feedback. Second, an intense analysis and late
implementation phase implies a sound understanding
of the novel regulation before taking action. The
General Data Protection represents a virgin territory
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and legal practice for all stakeholders involved. Third,
for meeting the brief deadlines, an iterative approach to
data protection implementation is valuable. The
maturity can be augmented at a later stage.

At a technology-related level, the technological
implementation represents the base: First, as
foundation of any compliance, the prioritization of IT
and applications is essential. While organizational and
governing capabilities are soft success factors, IT and
applications can be regarded as hard success factors.
Second, the development of novel data protection
architectures becomes necessary. Among others,
modules of data classification, data portability, data
deletion, and data monitoring are considered as key
requirements. Third, to ensure an effective and
efficient processing of requests, scalability and
automation of processes becomes increasingly
relevant. This is especially important against the
backdrop of the unsecure request numbers to be
expected.

5. Discussion and conclusion

This research study sets out to explore the General
Data Protection Regulation in financial services
industries grounded on the pivotal question: “How do
companies approach to General Data Protection
Regulation and what can we learn from their
approaches?” Regarding the former, a three-stage
iterative and risk-based implementation approach was
unveiled, regarding the latter, good practices for
implementation at a strategy-, organization-,
management-, process-, and technology-related level
were identified.

It can be concluded that companies strive with the
utmost effort to ensure compliance with the General
Data Protection Regulation, yet there exists a gap
between strategy and implementation. This gap
particularly gets obvious as enterprises conduct
assessments,  create  strategies, and  develop
frameworks, however seem to neglect the actual
information technology. There is evidence that this
shortcoming is caused by the prioritization of
communication activities, missing technological
capabilities, and simply the lack of time for the actual
implementation (see section 4.1). At a more abstract
level, the emergence of the General Data Protection
Regulation may be understood as an external stimulus
to which the enterprise reacts in an appraising,
strategizing, and realizing manner. In this sense, the
regulation stands in a line with other external stimuli
such as new technologies or changing markets where
companies react in similar ways. Another important
aspect refers to the generalizability of the results. In the

DACH region, the General Data Protection Regulation
and further local regulations need to be considered. In
this context, the current Swiss privacy law is less
challenging, and also its new version is expected to
follow the European role model [51]. So, currently no
dual systems are established. Similarly, for other non-
EU-countries also multiple regulations apply.
Depending on the difference of these laws, dual
systems are conceivable. Hence, our results need to be
generalized with care. For pure EU-countries, however,
the implementation may be less complex as no other
regulations are in effect.

Regarding the implementation approach, prior
studies (e.g., [4,9]) have noted aspects of risk
management and stage-based processes. Our empirical
work confirms this character, but also shows their
different manifestations. While some enterprises focus
on the “Stage | Appraise” and introduce more sub-
phases, others differentiate the subsequent “Stage II
Strategize” in a more fine-grained manner. The
iterative character of the implementation in turn can be
assessed as novel. Compared to the conceptual
reflections (e.g., [3,4]) on the implementation,
empirical evidence from the cases indicates high
complexity which in turn demands these iterations.
Referring to the good practices for implementation,
little empirical research [3] was found in the scientific
literature. The case study findings show that various
levels of the enterprise — from organizational culture to
information technology architectures — need to be
addressed to support compliance with the General Data
Protection Regulation. While this empirical study can
reinforce existing guidance (e.g., “Raise awareness
enterprise-wide” [52:14]), it also brings out further
recommendations such as the generic strategy
formulation for future-proofness and the exploitation
of efforts for push of digital transformation. Beyond
this short-term view, there are many open points in the
medium- and long-term. For example, it is heavily
discussed how beneficial the General Data Protection
Regulation and other data privacy laws are for the
economy in terms of digital innovation: “A company
can be organized in a very structured way to be
conform, but this kills creativity — a company is a
living organism. Beyond, start-ups will leave the EU
and move to the less restricted regions.” (Chief
Executive Officer, Start-up Company).

We hope that this research study adds to our
understanding of the General Data Protection
Regulation in financial services industries. To practice,
we make a contribution by delivering helpful,
actionable advice. To science, we contribute by the
generation and dissemination of knowledge on this
complex phenomenon. However, extant limitations
should be made transparent: First, the study at hand is
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exploratory and qualitative in character [10,48], thus
affords insightful views, but cannot generate all-
embracive, generalizable results. Here, a quantitative
survey would add value. Second, we set out for an
information systems perspective — which postulates a
socio-technical paradigm [7,8] — hence it does not
reflect a legal viewpoint. It needs to be discussed how
these equally important views can be aligned. Third,
the insights were collected up the best of the
participating companies, yet the mid- and long-term
success will turn out in certain time. Periodic
assessments (e.g., in a six months rhythm) could
address this restriction.

In terms of future research it needs to be expected
that further regulations in the privacy domain are
upcoming in the next few years. In this sense, on the
one hand, for example with the overarching ePrivacy
regulation [50] another highly relevant law is currently
under development. On the other hand, novel — either
supplementary or even contrasting — country-specific
regulations are in emergence, for the case of
Switzerland the drafted “Bundesgesetz iiber den
Datenschutz” [51]. Beyond, further industries such as
MedTech and HealthCare as well as more theory-
informed research can serve as valuable avenues for
further research.
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6. Appendix: Interview guidelines

Interviewee and company background

e What is your current position within your
organization?

o Please specify briefly your job position und
responsibilities.

e Which product/service portfolio is developed and
managed within your organization?

o Please describe briefly the strategic vision of your
organization.

e What is the impact of digitalization on your
organization?

Trends and challenges

e What are specific trends in data protection in your
region/industry/organization?

e What are specific challenges in data protection in
your region/industry/organization?

e What is the role of the GDPR for your
organization? How do you assess its importance?

e Which opportunities and threats linked with the
GDPR do you see in general?

Organization, process and technology perspective

e Which department in your organization is leading
the GDPR compliance efforts?

e What is the role of internal/external partners in the
industry ecosystem at that point?

e How does your organization principally approach
to comply with the GDPR? Methods? Tools?

e How do the sub-phases “Appraise”, “Strategize”,
and “Realize” look like?

e How do you deal with aspects of information and
communication technology?

e What is the status quo of the project? What is the
accomplished/planned timeline?

Reflection

e What are good practices and strategies for
implementation?

e What are lessons learned and dead ends?

e What are incalculable factors and bottlenecks?

e Which changes/new capabilities are required?

Conclusion

e Can you provide us supporting documents or
reports?

e Would you like to add any comments or ideas
regarding the GDPR?

e Would you like to add any comments or ideas
regarding the GDPR study?

e Could we get back to you in case we have some
further questions from our data analysis?
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